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1. HEJIA U 3AJAYU OCBOEHUS JUCHUIIJINHBI
enp usydenus aucuuiuinHbl «H(MOpMalMoHHass OE30MaCHOCTDY SIBISIETCS TOJTY4YCHHE
TEOPETHYECKUX 3HAaHUHW 1O OCHOBaM HWHGOPMAIMOHHONW Oe3omacHocTH B cdepe
npohecCHOHANBHOM NeSTEIEHOCTH 00yYaeMbIX;
3anayamu u3ydyeHus nucuuIuinabl « MTHdopManroHHast 60e30MacHOCThY SIBISIFOTCS:
— YMEHHE aHAIU3UPOBATh, BBIACISATH COCTABHBIC YACTH U OMMCHIBATH 3HAYMMOCTh PEIICHUS

3aJlad MO 3allUTe TPOrPAMMHOTO OOCCTCUYCHHS KOMIBIOTEPHBIX CHCTEM B  CBOCH
npohecCHOHANBEHOM e TEILHOCTH;
— yMEHHE AaHAIU3WPOBATh PHUCKM U TPUMEHATH AaKTyaJbHbIE METOABl 3aIlUTHI

MIPOTrPaMMHOTO 00ECIIEYEHUSI KOMITBIOTEPHBIX CHCTEM B COOTBETCTBHHM C HOPMAaTHBHO-TTPABOBOM
JIOKYMEHTALUEH;

— YMEHHE OLEHMBAaTh pE3yJbTaT MW IMOCIEACTBUS CBOMX JEWUCTBUU M0 3alIUTe
KOMIIBIOTEPHBIX CUCTEM ITPOTPAMMHBIMU U allapaTHbIMU CPEACTBAMMU;

— yMEHHE TpaMOTHO M3JIaraTh CBOM MBICIU MPH O(DOPMICHUU JTOKYMEHTOB IO 3alUTE
KOMIBIOTEPHBIX CUCTEM MTPOTPAMMHBIMU U anmnapaTHIMU CPEJCTBAMU;

— YCBOCHHE 3HAYMMOCTH PCIICHUS 3aJa4 [0 3allUTe NPOrpaMMHOTO OOECTICUCHUs
KOMITBIOTEPHBIX CUCTEM B CBOEH PO ECCHOHALHOMN ACATEIBHOCTH;

— YCBOEHHE OCHOBHBIX AKTYaJIbHBIX CPEACTB M METOJOB 3aIIUThl KOMIBIOTEPHBIX CUCTEM
MPOTPAaMMHBIMUA W allapaTHbIMU CPEACTBAMHU B COOTBETCTBUM C HOPMATHUBHO-IPABOBOM
JIOKYMEHTALUEH;

— YCBOCHHE COBPEMEHHOW HAyYHOU M MPO(PECCHOHAITBHONW TEPMHUHOJIOTHH W BO3MOXKHBIX
TpaekTOpuil TPO(HEeCCHOHATBFHOTO Pa3BUTHS W CaMOOOpa3oBaHUs [0 BOMPOCaM  3allUThHI
KOMIBIOTEPHBIX CHCTEM MTPOTPAMMHBIMU U annapaTHbIMU CPEICTBAMU;

— yCBOEHHE TpaBWJI OPOPMIICHHS AOKYMEHTOB U MOCTPOCHHUS YCTHBIX COOOIIEHUH TO
BOIPOCAM 3alIUThl KOMITBIOTEPHBIX CUCTEM MPOTrPAMMHBIMU U alllIapaTHBIMU CPEICTBAMH;

— YCBOGHHUE TICHXOJIOTUYECKUX OCHOB JIEATEIHHOCTH KOJIJICKTHBA M OCOOCHHOCTEH JMYHOCTH
MpU PEIICHUW 3aJad 3allUThl KOMIIBIOTEPHBIX CHCTEM MPOTPAMMHBIMU M anmnapaTHbIMU
CpEeACTBAMM.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
Hucnunnuna « MapopmaninonHas 6€30macHOCThY OTHOCUTCS K 00mIenpodeccCHoHaTbHOMY
LUKy, BXOJUT B €ro BapUAaTHUBHYI0 YacTh W HAXOJMUTCS B JIOTUYECKOW U COJEPKATEIbHO-
METOJINYECKOM CBsI3U ¢ Apyrumu aucuuruimaamu OTTOIT.

[IpenmecTByronye AUCUUTUIHHBI (KYPCHI,
MOAYJIU, IPAKTUKH)
OcHoBbI HHGOPMAITMOHHBIX TEXHOJIOTHI

[Tocneayroiue TUCUUIUIMHBI (KYPChI, MOTYJIH,
MIPAKTUKH)

Omneparmonnsie cucteMsl, [ludpossie

texHonoruu, [lepudepuiinbie ycTpoiicTBa

3. INIAHUPYEMBIE PE3YJIbTATbI OBYUEHMUSA

[Iporecc m3yueHUs: TUCIUTUIMHEI HAMIPABIICH Ha (DOPMUPOBAHHE DJIEMEHTOB CJICTYFOIIHX
KOMIICTEHIIMH 10 JaHHOH CIIEeIHAIbHOCTH:

KO,Z[ 1 HAMMCHOBAHNEC KOMIICTCHIIMH

Pe3ynbpTatrhl 00ydeHuUs

OK 1 BuiOupars crmocoObl pemeHus 3amad
npodheCCHOHATEHON JIESITETEHOCTH
MIPUMECHUTEIILHO K PA3JIMYHBIM KOHTEKCTAM.

OK 2 Hcnone30BaTe COBPEMEHHBIE CPENICTBA
[OMCKA,  aHaIM3a M HHTEepIpeTaluu
urdopmarmu, u nH(OpMaIOHHbBIE

YMeTb:

NPUMEHATh ~ CpPEeNCTBa  BBOJA  rpaduyecko U
TEKCTOBOW MH(pOpMaIu

3HATh:

BBl M Ha3Ha4YeHHS TNepu(EepHiHBIX YCTPONCTB, WX
YCTPOHCTBO ¥ TNPHUHLIMN JACHCTBUS, HUHTEpdEHCH
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TEXHOJIOTUM  JUISI  BBIIOJHEHUS  3a1ad
podecCHOHATIPHOM A TETHHOCTH.

MOAKJIFOYCHHMA U IIpaBUJia SKCIUTyaTalluu,
CpCACTBA CKAHUPOBAHUA U PACIIO3HABAHHA TCKCTA

OK 09 Ilonb3oBaThcs mpogeccHOHANbHON
JOKyMEHTAallMe Ha TOCYJapCTBEHHOM |
WHOCTPAHHOM SI3bIKaX.

[Tomp30BaThCs IpodecCHOHANBHON JOKYMEHTAIeH
Ha roCyJapCTBEHHOM U MHOCTPAHHOM A3bIKax

I[IK 1.1 BemomHATh BBOA U 00pabOTKY
TEKCTOBBIX JAHHBIX.

Beimoassars BBOI U 06pa60TI<y TCKCTOBBIX JAaHHBIX;

IIK 1.5 BHIOMHATE MOATOTOBKY IHU(PPOBBIX
JaHHBIX JJs JanbHeimeid o0paboTku u
ApPXUBUPOBAHUSL.

BEIMONHATE TOATOTOBKY TU(PPOBBIX JaHHBIX JJIS
JanpHeiel 00paboTKu U apXUBHUPOBAHUSL.

4. OFbEM JJUCLUILJINHBI U BUJIbl YYEBHOM PABOThHI
OO01muit 00beEM TUCIUILINHBI cocTaBiisieT 60 Jacos.

Bun yueGHO# paboThI

Bcero uacos CemecTtp

2(4)

AynuTopHble 3aHATUS (paboTa o0yyaromuxcs Bo
B3aMMOJICHCTBUU C MperoaBareaeM) (BCEro)

48 48

B TOM YHCJIC:

Jlexmmm (JI)

28 28

[Tpaktuueckue 3austus (113)

18 18

Cemmunaps! (C)

JlaGopatopusie padotsl (JIP)

Koncynbranus

CamocrositesibHas padora (Bcero) (CP)

B TOM YHCIJIC:

KypcoBoii npoekT (pabota)

PacuetHo-rpaduueckre paboThl

KonTponbHas pabota

Pedepar

CamomoaroToBka (CaMOCTOSTENIbHOE U3yUSHHE Pa3/IeioB,
npopaboTKa ¥ MOBTOPEHHUE JICKIIHOHHOTO MaTeprasa u

Marepuaia y4eOHHUKOB U yU4eOHBIX MTOCOOUA, TOATOTOBKA 6 6

K J1a00OpaTOPHBIM U MPAKTUYECKUM 3aHITHSIM)

IIpomeskyTOUHASI aTTeCTALMS

6

Bug npoMeKyTOYHOM aTTecTaluu

DK3aMeH

OO0muii 00beM, Yac

60 60

5. COAEP)XAHMUE U CTPYKTYPA JUCHUIIJINHBI
5.1. Conep:xanue TUCHHUILTHHBI

No HaumenoBanue paznena Coneprkanue pasnena (TeMbl)
paszaena (Tembl)
(Templ)
1 Bopwba ¢ yrpozamu AKTyanmpHOCTh TpOOJIEeMbl OOecredeHus: Oe30MacHOCTH

HECAaHKIIMOHUPOBAHHOTO
JOCTyIAa K HH(pOopMaIuu

uHpopmaruu. Buasl mep obecrieuenuss nHPOPMaIMOHHON
6e3onacHoctu (M1b). OcHOBHBIE NPUHIUIBI TTOCTPOCHUS
CHCTEM 3aIIUThl HHPOPMAILTUU

Boprba ¢ BUpyCHBIM
3apakKeHUEM

[IpoGnembl BuUpycHOro 3apaxeHus. PasHoBuUgHOCTH U
CTPYKTYpa COBPEMEHHBIX KOMIIBIOTEPHBIX BUPYCOB.
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UHpOpMALIUU

YTpo3bl 1151 MOOMIIBHBIX YCTPOMCTB
MeToapl 3aIUTBI OT BPEAOHOCHBIX TPOTPAMM.
CpencTa 3a1UThl OT BPEJOHOCHBIX IPOTPAMM.

OpFaHI/ISaHI/IOHHO-

HH(OPMAITMOHHON
0e30macHOCTH

MH(POPMALMOHHOM 0€30MaCHOCTH.
3aiuTa nepcoHaIbHbIX JaHHBIX.

OCHOBBI TEOpUHU PaBOBOTO obecricueHus
paBoBoe o0ecrieueHne | HHPOPMAIMOHHON 0€30MaCHOCTH.
denepanbHas HOpPMaTHBHAs 06aza  obecrieueHwHs

5.2. CTpyKTypa AMCUMIJIMHBI

Ne HaumenoBanue paznena (Tembl) KonnuectBo yacos
pasznena
(Tempr) Bcero J 113 C| JIP | CP
Bbopsba ¢ yrpozamu 16 8 6 - - 2
HECaHKLMOHUPOBAHHOIO JOCTYyMa K
uH(hOopMaLuu
2. Bopnba ¢ BupycHbIM 3apaxeHHEM 18 10 6 - - 2
nH(hOopMaILun
3. OpranuzanmoHHO-ITPaBOBOE 18 10 6 - - 2
obecrieyeHrne MHPOPMAITUOHHON
0e30MacHOCTH
Koncynbranus 2 - - - -
[IpomexyTouHas aTTecTanus 6 - -
O0muii 00beM, Yac 60 28 18 0 0 6
5.3. IIpakTHYecKkHne 3aHATHA M CEMUHAPBI
No No Bun Tema KonunuecTBo
n/m | pazgena | (I13, C) 4acoB
(Tempr)
1 1 3 AKTyaJIbHOCTB TIPOOJIEMBI O0eCTICUSHUS 2
Oe3omacHOCTH HH(OpMALHH
2 1 I13 Bunbr mep obecnieueHuss ”HGOPMAITMOHHON 2
oezonacuHoctu (UB)
3 1 I13 OCHOBHBIE TPUHIIUIBI TOCTPOEHUSI CUCTEM 3aITUTHI 2
UHpOpMALIUU
4 2 I13 [Ipo6nemsl BUpycHOro 3apaxkenus. PasHoBuaHoCTH 2
U CTPYKTYpa COBPEMEHHBIX KOMITBIOTEPHBIX
BHPYCOB.
5 2 I13 Yrpo3bl 151 MOOWIIBHBIX YCTPOUCTB 2
6 2 113 MeTo/1bl 3aIMTHI OT BPEIOHOCHBIX IPOTrPaMM. 2
7 3 113 [TpoGnembl BUpYyCHOTO 3apakeHus. PasHoBuaHOCTH 2
U CTPYKTYpa COBPEMEHHBIX KOMITBIOTEPHBIX
BHUPYCOB.
8 3 113 YTrpo3bl sl MOOWIIBHBIX YCTPOUCTB 2
9 3 I13 MeTo/1bI 3a1IUThl OT BPEJOHOCHBIX MMPOTPAMM. 2

5.4. J1aGopaTopHbIe padoThI
HE MPEeyCMOTPEHBI

5.5. CamocTosiTeIbHOE H3YUeHHUE Pa3/1esioB (TeM) AUCHUTITHHbBI
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Ne paznena Bomnpocel, BBIHOCHMBIE HA CAMOCTOSITETIEHOE U3yYEHUE KommuecTtBo

(Tembr) 4acoB
1 CBoeBpeMeHHasi KOMIIbIOTEpHAsi NPOQUIAKTHKA. 2
O06s3atenbHOE HCIOIb30BAHNE AHTUBUPYCHOH 3alLIUTHI. 2
3 @u3nYecKoe OTKIIOUYEHNE BHYTPEHHEN CETH OpraHU3aluy OT 2

I/IHTepHeTa M UCIIOJIb30BAHUC AJIA BbBIXOJ4 B I/IHTepHCT
BBIJICJICHHBIX KOMITBIOTCPOB.

6. OGPA3OBATEJIBHBIE TEXHOJIOTUHA

OCHOBHbBIE TEXHOJIOTHU O0YUYCHHUS:

— pabota ¢ nHpOpMaIHEeii, B TOM YUCIIE C UCTIOIh30BAHUEM PECYPCOB ceTh MHTEpHEeT;

— TMOATOTOBKA M pealu3alysl MPOEKTOB (MyJIbTUMEIMHHBIX Ipe3eHTaluil W Ip.) MO
3apaHee 3aIaHHOM TeMe;

— HCCIEJIOBaHUE KOHKPETHOW TeMbl M oQOpMIIEHHE pPEe3yJlbTaTOB B BHJE JOKIAAA C
Mpe3eHTAlNEH;

— paboTa ¢ TekcTaMH y4eOHMKA, JONOTHUTEIBHOM JIUTEPATypPOii;

— BBITIOJTHEHUE WHIVBHTyaJTbHBIX 33 JaHHM.

HNHudopmanoHHbIe TEXHOJIOTUH:

— cOop, XpaHeHHe, cUCTeMaTu3anus, o0padoTka U MpeJCTaBICHUE y4eOHONW M Hay4dHOM
UHpOpMaLNY;

— o0OpaboTka pasznuyHOro poja uHPOpMAUM C TPUMEHEHHEM COBPEMEHHBIX
MH(POPMALIMOHHBIX TEXHOJIOT U

— CaMOCTOSITEIBHBI TIOMCK JOIMOJHUTEIHHOTO YYEeOHOTO W HAyYHOTO MaTepuana, C
UCTIOJIb30BAaHUEM TIOMCKOBBIX CHCTEM U CaliTOB ceTu VHTEepHET, 3JeKTPOHHBIX SHIMKIONEIUN U
0a3 JaHHbIX;

— HCIOJIb30BaHUE JIEKTPOHHON MOYTH MpenogaBaresaei 1 o0yJyaromuxcs s PacChlIKy,
MEPETUCKH U 00CYKICHUSI BO3HUKIINX YUE€OHBIX MTPOOIEeM.

— HCIOJIb30BAHUE IUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH (TP HEOOXOJUMOCTH)

HCHOHB3yeMLIe AKTHUBHbIC U UHTCPAKTHBHbBIC 06p330BaTeJIbHLIe TEXHOJOI'HA

Ne Bun 3ansatus Hcnons3yeMble THTEPAKTUBHBIE U AKTUBHbIE Konnuects
pasnmen | (JI, I13, C, JIP) o0pasoBaTesbHbIE TEXHOJIOTUH 0 4acoB
a
(TembI)
1 JI Jlexkuusi-nuckyccusi. 10
2 113 PaboTa maipIMu rpymnimnaMu 8
3 JI Jlexums-Busyanu3anus 10

7. OHEHOYHBIE CPEACTBA IR | TEKYIIEI'O KOHTPOJIA
YCHEBAEMOCTH, TIPOMEXYTOYHOMN ATTECTAIIUA

7.1. TunoBble 3aJaHUS JJIA TEKYLIEro KOHTPOJIs.

Hepeqeﬂb THIIOBBIX KOHTPOJBHBIX BOIIPOCOB IJIfl YCTHOI'O OIIpoca

I. Uro Takoe koH(DUAEHIMAIBHOCTD HHOpMaLUU?
2. Kakue cymectByloT OCHOBHBIE YIrpo3bl il HMHGOPMALMOHHOW CHCTEMBI
opranu3aruu’?




UYem omimuaeTcs ayTeHTU(PUKAIUSA OT aBTOpU3ALIIN?
Kakoe 3Hauenue umeeT nmmdpoBaHue JaHHBIX?
Uro Takoe naposbHBIN ayIUT U 3a4€M OH HYKEH?

wokw

6. [lepeuncnure u3BecTHble THIBI BpenoHocHoro [1O u mpuBeauTe mpuUMeEps
Ka)XJIOrO THIIA.

7. Yro Takoe (UIIMHIOBAs aTaka U KaK 3alIUTUTHCS OT Hee?

8. Onummre Mexanu3M ataku SQL-MHBEKIMU U CIOCOOBI MPEIOTBPAIIICHHS TaKHX
aTax.

9. UYro npezacTasisieT co0oit Kpocc-caT ckpunTHHT (XSS)?

10. OObscantre TepmuH DDoS-atakd u TPEUIOKUTE METOABI MPOTHBOACHCTBUS
TaKUM YIpo3aMm.

1. HaszoBute  KiroueBble  MEXKIyHapOJOHbIE  CTaHAAPTHI  WHGOPMAIMOHHON
6e3onacHocty (Hanpumep [SO).

12. 3a4yeM HyKHbI [IOJINTUKHU U TIPOLIEAYPBI YIPABJICHUS JOCTYIIOM?

13. Uro BKIIOYaeT B ce0s KOMIUIGKC Mep IO 3allUTe MEPCOHAIBHBIX JaHHBIX
COIIACHO POCCUMCKOMY 3aKOHO/IATENbCTRY ?

14. [Toyemy Ba)XKHO peryJIsipHO OOHOBIISITH IPOrPaMMHOE oOecrieueHre?

15. KakoBa poib aymuToB nHOOpMAIMOHHON 0€301acHOCTH?

16. Uro Ttakoe MmexcereBble dkpanbl (firewall)? Kakue Buabl CeTeBBIX 3KpaHOB
HCIIOJIb3YIOTCS?

17. s gyero npumensitorcst VPN-TexHonorun?

18. Pacckakute nmpuHIMIT pabOThl AHTUBUPYCHBIX PEIICHUN U CUCTEM OOHapyKEHHUs

Bropkenuit (IDS).
19. Kaxk paboraer nByxdaxropHas ayrentudukamnus (2FA)?

20. Kakue Mepbl NpUHUMAIOTCS ISt 3aIIUThI OecTIpOBOHBIX ceTeid Wi-Fi?

21. Kakpe »9ramel BXOmAT B TMpOLIECC aHAIM3a PUCKOB HH(POPMAIMOHHON
Oe3omnacHocTu?

22. [IpuBeauTe TIpUMEp TUITMYHOTO HWHIIMACHTA B 00JacTH KHOEpOE30MmacHOCTH M
paccKakuTe, Kak IpaBUIbHO PEarupoBaTh Ha HETO.

23. YTo BXOIUT B OHATHE «PE3E€PBHOE KOIMMPOBAHHUE)» U ITOYEMY OHO KPUTHYHO JJIS
Ousneca?

24. Kakue marv npearnpruHIMaroTCst IIPH pacciieIOBaHUN YTEUKH JaHHBIX?

25. OOcynute  BaXHOCTh  TOJATOTOBKM  COTPYAHMKOB M TOBBIIICHHUE

OCBEZIOMJICHHOCTH TIepcoHaa B chepe nHPOPMAIMOHHOM O€30ITaCHOCTH.
Tunosble 3a1annst B TecTOBOM Gopme

1. Kakoii MeTo/1 103B0JIsI€T 3AlLIMTUTH NEPCOHAIbHbIE JaHHbIE ITyTeM IPeo0pa3oBaHuA

HCX0AHOMH nHGopMaLUH B 321N (PPOBAHHBIN BUA?

A. AyTeHTU(pUKALUSL

B. lllugposanue

C. ABropuzanus

D. ApxuBupoBanue

IIpaBuwibnbiii orBet: B. [lIndposanue

2. PUIIMHIOBBIE ATAKHU MPEICTABJSIOT YIPO3Y IOTOMY, YTO 3J10YyMbIIIJICHHUKH...
A. Iomy4aroT puzudeckuii 10CTyM K KOMITBIOTEPY >KEPTBBI

B. Ucnosnme3yroT couManbHbIE CETH 1Sl paCIPOCTPAHEHHMSI Cllama

C. OTnpapnstoT NoIeIbHbIE MUChbMA, MACKUPYIOLIUECS MO JIETUTUMHBIC ICTOYHUKH
D. B3nambIBatoT BeO-CaiiThl KOMITAHUIA

IpaBuiabHbli oTBeT: C. OTOPaBIAIOT NOIETBHBIC TMChbMA, MACKUPYIOLIUECS MO

JIECTUTUMHBIC HCTOYHUKHU

3. OCHOBHOI1 11eJ1bI0 BHEPEHHUS MEKCEeTEBOr0 IKPAHA SIBJISETCH 3al[UTA CETH OT...

7



A. BHyTpeHHHX NOJIb30BaTelIei, IMEIOIINX JTOCTYII K PECypcaM CeTn

B. BHemIHMX HECAaHKIIMOHUPOBAHHBIX MMOAKIIIOYEHUN U yTPO3

C. ®uznuecKoro MoOBpEkICHUsI 000pyI0BAHUS

D. HeucnipaBHocTei cepBepoB

IIpaBuibHbIM 0TBeT: B. BHENHNX HECAHKIIMOHUPOBAHHBIX MOAKIFOYEHUN U YTPO3

4. IIpouecc NpoBepKH NOJJIMHHOCTH CY0ObeKTa HA3bIBAETCH...

A. Kpunrorpadueit

B. Unentudukarmeit

C. AyreHtudukanuei

D. ABropusanuein

IIpaBuibHblii oTBeT: C. AyTeHTH(UKaUen

5. Kakas TexHoJsiorusi o0ecrnieunuBaeT 0e30IacHbIN yAAJeHHBIH 10CTYI K
KOPIIOPAaTHBHBIM pecypcaM 4yepes ImyOJu4HbIe ceTh?

A.NAT

B. IDS

C. Firewall

D. VPN

IIpaBuiabHblii oTBeT: D. VPN

6. Ataka metonoM SQL-uHbeKIMYU HalleJIeHA HA...

A. BemonHenune nponsBosibHOro SQL-ko/ma B 0a3e JaHHBIX

B. [Ipeo6pazoBanue (aiiyioB ¢ UCTIOIH30BaHMEM BUpYCa

C. YTeuky naMsTi MpUIIOKEHAS

D. Otka3 B 06cimy>KMBaHUU CcepBepa

[IpaBuiabHblii oTBeT: A. Brimonnenue mponsBoiasHOro SQL-ko1a B 6a3e JaHHBIX

7. AByx(akTopHasi ayTeHTH(UKALUS MOBBILIAET 0€30I1aCHOCTD, IOCKOJIBKY TpedyerT...

A. Mcrionp30BaHNE UCKITFOUUTENTLHO CIIOKHBIX MApOJIeit

B. Bxon 1o orneyarkam najiblieB WM CKAHUPOBAHUIO JINLIA

C. JIBoliHO€ TTOATBEPIKICHUE apeca SJEKTPOHHON OYThHI

D. Broporo ypoBHs OATBEPKAEHNS IOMUMO OCHOBHOTO NAPOJIs

IIpaBuibHbIii oTBeT: D. BTOporo ypoBHs NOATBEPKACHUSA [IOMUMO OCHOBHOTO IAPOJIsS

8. OnuH U3 KJII0YeBbIX IPUHIUIIOB CTAHAAPTOB HH(popMannoHHo# OesonacHocTu ISO
27001 3akr04aercs B...

A. OGs13aTennbHOM BHEIPEHUHU KpUnTorpaduu Be3ie

B. PasrpanndeHnm OTBETCTBEHHOCTH U IOJTHOMOYMIA BHYTPH OpraHU3alin

C. 3anpere UCIONB30BaHMs O0JIAUHBIX CEPBHCOB

D. [locTosITHHOM MOHUTOPHHIE COLIMANIBHBIX CETEN

IIpaBuibHbIi oTBeT: B. PasrpaHndeHnn OTBETCTBEHHOCTH U IIOJITHOMOYHI BHYTPU
OpraHu3alu

9. Yto o3nauaer ad0opeBuarypa «DDoS»?

A. Data Defense Operation System

B. Distributed Denial of Service

C. Dynamic Disk Operating System

D. Digital Document Overload Syndrome

[IpaBuiabHbiii oTBeT: B. Distributed Denial of Service

10. MeTon xpaHeHMs1 XeIIHPOBAHHBIX NAPOJIeil IOMOraeT 3allUTHTh CUCTEMY OT
B3JI0Ma, IOTOMY 4TO...

A. X»3IIMpOBaHHBIE MAPOJIN JIETKO BOCCTAHABIMBAIOTCS

B. Jlaxxe 3Hast mapoiib, HENb3s BOCCTAHOBUTH OPUTMHAIIBHBIN TEKCT

C. [laponb XpaHUTCS B OTKPBITOM BUJIE

D. Bce nmaponm 0AMHAKOBBI JIJIs1 BCEX MOJIb30BATENCH

IIpaBuiabHbIM oTBeT: B. Jlaxke 3Hast aposib, HENb3s1 BOCCTAHOBUTH OPUTMHAIBHBIN TEKCT

11. OcHoBHOI1 c110c00 O0PBLOBI ¢ DOTHETAMU — ITO...
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A. YcTaHOBKa JOMOIHUTEIBHOTO IPOrPaAMMHOT0 00ecTIeYeHHs

B. PerynspHoe 0OHOBJIEHHE OTEPAIIMOHHBIX CUCTEM M TIPUIIOKEHUI

C. YHUUTOXEHHE 3apa’KEHHBIX KOMITBIOTEPOB

D. IlpumeneHre MeTo/1a COMAIIbHOTO MHKUHUPHUHTA

IIpaBuibHbIi oTBeT: B. PerysspHoe 0OHOBIIEHHE ONEPAIIMOHHBIX CUCTEM M TIPHIIOKEHUH

12. Pe3epBHOE KONMPOBaHKeE JAHHBIX HEOOXOMMO /JI4l...

A. ViryuiieHus: Npou3BOAUTEILHOCTH CUCTEMBI

B. Co3nanust JONOTHUTEIBHON KOTIMY BaKHBIX JAHHBIX HA CITydail TOTEpH OpUTHHAIA

C. IloBbIIEHNSsI CKOPOCTH NIEPEIAUN JAHHBIX

D. DxonoMuu MecTa Ha YKECTKOM JUCKE

[IpaBwibHblii oTBeT: B. Co3/1aHust JONOTHUTENBHOM KOUY BayKHBIX JAHHBIX HA CITy4yail
MOTEPY OPUTHHAJIA

13. Araky XSS HCHIOIB3YIOT LISl

A. Ilonmensr DNS-3armrceii caiita

B. Ucnonnenus JavaScript-koia B Opay3epe 1mob30BaTes

C. [NonHOCTBIO OIOKMPOBKU pabOTHI caiiTa

D. Ilosnyuennst oaIHOro KOHTPOJIS HaJ| OIIEPallMOHHOM CUCTEMOU

IIpaBuwibHblii oTBeT: B. Mcnonmnenus JavaScript-kona B Opay3epe mojib30BaTess

14. OcHOBHBIE NPHHIHUIIBI 00PA0OTKH NEPCOHAIBHBIX JAHHBIX BKIOYAIOT B ce0sl...

A. CO0p MUHUMAJIBHOTO 00bEMa IaHHBIX U OIPAHUYEHHE CPOKOB XPAHEHHUS

B. OTKpBITHII TOCTYTI KO BCEH JIMUHOM MH(POpMALIUH

C. BO3MO>XHOCTB IPOJIa>KH TIEPCOHANIBHBIX JAHHBIX TPETHUM JIULAM

D. ABTomarnueckoe y1aJieHie yUETHBIX 3alKceil yepe3 MoJroia HeaKTHBHOCTH

[IpaBuibHbIi 0TBeT: A. CO0p MUHUMATIBHOTO 00BEMa TaHHBIX U OTPAHUYEHHUE CPOKOB
XpaHEHUs

15. Ilo kakoii npUYHHe BA’KHA PeryJisipHAs CMeHa nmapoJien?

A. Yto0bl 51erye ObII0 3aTIOMHUTH HOBBIN MapOIIh

B. M3-3a BO3MOKHBIX TIOIBITOK MOI00PA CTAphIX ApOJIeH

C. [loroMy 4TO CTapble MapoJIv TEPSIOT CBOIO CHITY

D. Tak npuHATO 110 3aKOHY

[IpaBuiabHbI 0TBeT: B. 3-32 BO3MOXKHBIX TIOTMBITOK MTOI00pa CTApBIX TTaposieit

16. TUNMYHBIM IPUMEPOM COLUATIBLHON WHIKEHEPHH SIBJISICTCS...

A. Hanagenue xakepa Ha 6a3y JaHHBIX KOMIIaHHU

B. [Ipeanoxenue noMOIIM HE3HAKOMBIM JIFOSIM, MIPEACTABIISISICH COTPYAHUKOM CITYKOBbI
MOJIEPIKKH

C. [lokynka HeneragbHbIX KONHHA MPOrpaMMHOI0 o0ecTieueH s

D. IIpoBepka HaJIM4Ksl BUPYCOB Ha KOMITBIOTEPE

IIpaBuibHbIi oTBeT: B. [Ipenioxenre moMonm HE3HAKOMBIM JTFOJISIM, TTPEICTABIISISICh
COTPYAHHKOM CITY’KOBbI MOIEPIKKU

17. AHTHBHpPYCHBIE IPOrPAMMBI IIOMOT K0T NPEAOTBPATUTD...

A. IombITKN N3MEHEHMS TAPOJIEH MOIb30BATEISIMU

B. BozneiictBue BpenoHocHoro 11O Ha koMnbroTep

C. OTKppITHE 3aIIUIIEHHBIX TOKYMEHTOB

D. Beixon u3 cTpos anmaparypbl KOMITbIOTEpPA

IIpaBuiabHbIi oTBeT: B. Bo3aelicteue BpenonocHoro I10 Ha kommbroTep

18. Heabto crangapra PCI DSS sBasiercs 3ammra...

A. IInaTexHbIX KapT KIUEHTOB

B. UndopmarrionHoii HHQPacTpyKTypbl OaHKOB

C. ConmanbHbIX CeTel OT B3JIoMa

D. DneKTpOHHBIX MOYTOBBIX COOOIICHU

IIpaBuibHbI 0TBeT: A. IT1aTeXHBIX KapT KIMEHTOB



19. Kaky10 TeXHOJI0TMI0 HCTIOJIB3YIOT /151 Oe30macHoii nepegaum tpaduka no
OTKPBITHIM KAHAJIAM CBSI3H?

A.SSH

B. FTP

C.HTTP

D. SMTP

IIpaBuiabHbIi oTBeT: A. SSH

20. OaHOo U3 NpeuMyIIecTB UCI0JIL30BAHUA OPpaHIMAayIpa COCTOMT B...

A. KoHTponmpoBaHUH BXOJISIIETO U UCXOAAIIETo Tpadhuka

B. YBenuueHnn npormycKHON CTIOCOOHOCTH CETH

C. OcB0OOXIEHNH MECTa Ha )KECTKUX JICKaX

D. CxopocTHOM f0cTyTIe K (haiimam

IIpaBuibHbIi 0TBeT: A. KOHTPOIMPOBAaHMH BXO/ISIIETO U UCXOMAAIIETo Tpadhuka

21. Eciia cOTpYyAHMK MOJIy4aeT NUCbMO € POCH00i CPOYHO OOHOBHUTD ILIATEKHbIE
PEKBH3UTHI KJIMEHTA, IIePBOe, YTO OH A0JIKEeH C1e1aTh, ITO...

A. HemenneHHO BHECTH M3MEHEHHUS

B. O6paruthest K pyKOBOACTBY MIIM OTBETCTBEHHOMY COTPYIHUKY JUTS TOATBEPIKICHUS
oreparyu

C. Ipocro ynamuTh cooOrieHne

D. CoxpaHHTb IHCBEMO B apXUBE

IIpaBuibHbIi oTBeT: B. OOpaTHThCS K PyKOBOACTBY MJIM OTBETCTBEHHOMY COTPY/IHUKY JUTs
MIOJTBEPK/ICHHS OTlepaliu

22. IlpumMep cepbe3HOr0 HApYLIEeHHs KOH(PHICHIINAILHOCTH JAHHBIX — 3TO...

A. Tlone3oBartenp 3a0bUT TAPOITh K CBOCH TIOYTE

B. Komnianus norepsisia pe3epBHYIO KOIHIO CBOETO CaiiTa

C. B pe3ynbrare uHcaiiiepa mpor3oInia yTeuka KIHSHTCKUX 0a3 JaHHBIX

D. Komnbrotep 3aBUC 13-3a HEXBATKU OIIEPATUBHOM NTAMSATH

[IpaBuiabhbii oTBeT: C. B pe3ynprarte uHcaiinepa nmpou3olnia yTeuka KIMeHTCKUX 0a3
JTAHHBIX

23. Cucrema odHapy:xeHusi Brop:kenuii (IDS) npennasnavyena nJisi...

A. Onpenenenus 1€iCTBUNM HApyIIUTENIEH U IPETYIPEXKICHNS aJMUHUCTPAaTOPOB

B. HerocpeicTBEHHOTO yCTpaHEHHs BBISIBIICHHBIX YIPO3

C. Orpannuenus npas JOCTYTIA N10JIb30BaTENEH

D. Opranmzaiiyisi KaHaJIOB NEpPeIayn JaHHBIX

IIpaBuiabHbIi oTBeT: A. OnpenencHus 1eCTBUN HapyILUTENEN U PeyNpeKICHUS
aIMUHHCTPAaTOPOB

24. TepMHHOM «IIepexBaT ceaHca» 0003HaAYaeTCs CUTyalusl, KOTAa 3J1I0yMbIILICHHHK...

A. BBouT HEBEpHBI MapoJib MHOTOKPATHO

B. OcymiectBisieT mpocinymBaHue Teae(hOHHBIX Pa3roBOPOB

C. 3abnokupoBai paboTy KOPIOPATUBHOTO TIOYTOBOTO CEPBHCA

D. 3axBarbIBacT KOHTPOJIb HAJl AKTUBHOM CECCUEN MOJIb30BATENS

IIpaBuibHbIi oTBeT: D. 3axBaThIBa€T KOHTPOJIb HAJT AKTUBHOM CECCUEH TOTb30BATEIIS

25. MeTo10M, I03BOJISIIOIIMM OTPAHUYHTB KPYT JIMI, HMEIOIIMX J0CTY K IAHHbIM,
SIBJISIETCA. .

A. Porarus kimoueit mm@poBaHust

B. MOHUTOpUHT aKTMBHOCTH MOJIb30BaTENEH

C. IIpuHIMIT HAUMEHBIINX TPUBUIIETUI

D. bakan maHHbIX

IIpaBuabubii oTBet: C. [IpUHIMIT HAMMEHBIINX PUBUIETUI

TunosBbie NpakTHYeCKHE/CUTyallHOHHbIE 321a4H
3agaya Nel: YTeuka JaHHBIX COTPYIHUKA
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Bb1 paboTaete crienmanicToM o HH(GOPMAIMOHHOM 6€30MacHOCTH B KPYITHOM OpraHH3aIHH.
CoTpyIHUK CiTy4aifHO OTHpaBUiI KOH(PUACHIMATbHBIC TaHHBIE KOMITAHUH BHELTHEMY KOHTPAareHTy
10 OIIMOOYHOM cchUIKe B ucbMe. Kakue neiicTBrs BaM HE00XOJMMO MPENPUHSTH HEMEIEHHO?

BapuanTsl perenus:

« IIpoBectu paccienoBaHue U ONPEETUTh CTETICHb yIlepoa.

e CoOOIUTH PyKOBOJMTEITIO OT/IENA U MMPUHATH MEPBI [l BOCCTAHOBIICHUS CUTYalHH.

e V3MeHUTH MpaBa 10CTyMa K JOKYMEHTaM U 3a0JI0KMPOBATh aKKayHT COTPYHUKA
BPEMEHHO.

o IIpoundopmHpoBaTh NOCTPAIABIIETO KOHTPAreHTa O CIyYUBIICHCS CUTYallU M TIPOBECTH
JIOTIOTHUTENbHBIA HHCTPYKTAaXK COTPYIHUKOB.

3agauya Ne2: be3onacHOCTh MOOMJIBHBIX YCTPOHCTB

PykoBozicTBO Ballieif KOMIaHUH TUIAHUPYET PACIIUPUTh UCIOIb30BaHNE KOPIOPATUBHBIX
CcMapTOHOB Cpesii COTPYAHUKOB. OJJHAKO CYLIECTBYET yrpo3a KPaXy WM KOMIIPOMETAIMN JAHHBIX
Ha ycTpoicTBax. Pazpaboraiite pekoMeHIaImu 1mo 00eCcreueHHI0 0e30MacCHOCTH MOOITEHBIX
YCTPOMCTB.

Bo3MoxkHbIEC BADHAHTHI PEKOMEHAALMIi:

o Hacrpoiika aBTOMaTHueCKOro CTUpaHUsl JaHHBIX IIPH IIOTEPE YCTPONCTBA.

TpeOoBanust k 00s13aTeNIbHOM ycTaHOoBKe aHTUBHPYCHOTO 10 1 perynspHoro oOHOBIEHUS

OC.

bnokupoBKa BO3MOKXHOCTH YCTAHOBKM CTOPOHHETO HenposepeHHoro [10.
Co3nanue MOJUTUKH OrPaHMYEHHUH TOCTYTIA K paO0YHM MPUIIOKEHHAM U CEPBHCAM C
JIMYHOTO MOOWJTFHOTO TennedoHa.

3agauya Ne3: Phishing-araxa

Barm kosera mosyduit JIeKTPOHHOE TIMCEMO SIKOOBI OT OaHKa C MPeIosKeHHEM 0OHOBUTh
JU4HBIe JaHHbIe. [TMChMO BRITTISIIUT OQUIHAIBEHO, HO a/IpeC OTIPABUTEINS BBI3HIBAET COMHEHUSL.
Banm nannHelmme neiicteua?

Pexomennyemble qeiicTBus:

e CoOOIUTH CIENUAMCTY 110 HH(OPMAITMOHHOHN O€30MAaCHOCTH O TIOJIO3PUTEIIHFHOM ITHUCHME.

o IIpoBepbTe NCTOYHMK MUCEMA TIEPE BBOJOM JIFOOBIX TaHHBIX.

o Huxkorna He nepexoaure Mo COMHUTENBHBIM CChUTKAM.

o O0s13aTENIFHO UCTIONB3YHTE AaHTU(HUILIMHTOBYIO 3aIIUTY Ha pab0YMX CTAHIMAX.

3agauya Ne4: 3ammra cetu Wi-Fi

Kommnanus oTKpbIBaeT HOBOE MPEICTABUTENBCTBO U PEILIAET OPraHU30BaTh TOUKY JOCTYIIA
Wi-Fi ans cotpynHukoB 1 rocteit oduca. Baria 3agaua o0ecrieunTh MaKCUMaIbHYI0 0€30MacHOCTD
ATOM TOYKHU JIOCTYyIIA.

IIpennaraembie Mepbi:
Bxmrounts ¢punsrparmio MAC-anpecos.
[TpumeHsATh cOBpeMeHHBIE MPOTOKOJIbI HppoBanus WPA3/WPA2.
Y CTaHOBUTH CII0KHBIM YHUKAJIBHBINA KIIIOY JJOCTYTIA U MEHATH €10 TIEPHOINUECKH.

o OTIemuTh TOCTEBYIO CETh OT BHYTPEHHEN KOPIIOPATUBHOM CETH.

3anauya NeS: Backups and Recovery

Cucrema MOHUTOpPHHIA BaILIeTO MPeIIpUsTUS 3a(UKCUPOBaIa OTKA3 AUCKa Ha OJTHOM U3
CEepBEPOB, COJIEPIKAIIETO BasKHbIE 0a3bl TaHHBIX. He00X01MMO onepaTuBHO BOCCTAHOBHUTh
paboTocrocobHOCTh crcTeMbl. COCTaBbTE MOPSAIOK IEHCTBHIA IO BOCCTAHOBJICHUIO JTAHHBIX.

I1nan BoccTaHOBJICHHS

e OLEHUTH COCTOSIHHE MOBPEXKIEHHOTO AUCKA U YOEIUTHCS, UTO Pe3epBHBIC KOMHU SIBIISTFOTCS
TIOJTHBIMU U CBEXXHMMU.

e OcCTaHOBUTH PabOTY CITyK0 U MPUIOKEHUI Ha POOJIEMHOM CepBeEpE.

o [IpousBecTH BOCCTAaHOBJIEHUE U3 aKTYaJIIbHON PE3EPBHOM KOIUHU.

e [locie ycnenHoro BOCCTaHOBIIEHHS 3aITyCTUTh MPOBEPKY LETOCTHOCTH JAHHBIX.

3amaya Ne6: O0HapykeHHe aHOMAJIUH B TPapuKe
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MOHMTOPUHT CETH OKa3bIBAET PE3KOE YBEINUEHUE TpadurKa, HalpaBIeHHOTO Ha
ompeeNieHHbINA BHYTpEeHHHUH pecypc. Bo3mokHo, crctema noasepriack DoS/DDoS-arake. Kakue
MEpBI CIeIyeT IPUMEHUTH?

JelicTBus clienMaJIMCTAa:

e OrpaHn4uTh AOCTYII K aTAKyEMOMY PECYPCY U3BHE.

BbISIBUTH XapakTep aTaky ¥ TUIT UCTIOIb3YEMOT0 MHCTPYMEHTA.
[TpunokuTh yCUiust A7 JTOKaIU3aly U U30JILUN IOPaKEHHOM 4acTH CETH.

o AKTHUBalMS 3apaHee MOATOTOBIEHHOM CTpaTeruy pearupoBaHusi Ha OA00HBIE COOBITHSL.

3amava Ne7: AHaju3 pucka yreuek JaHHbIX

Opranusanys MpoBOAUT OLIEHKY PUCKOB OTHOCHUTEIILHO BO3MOXKHOTO CLICHAPHUS YTEUKH
JaHHbIX. Hy’KHO COCTaBUTH CIIeHApHil OLIEHKH BEPOSTHOCTH BOSHUKHOBEHHUS MOJI00HOI pOOIeMBbl U
MOTEHIMATIBHOTO Bpeia OU3HECY.

KnroueBbie pakTophl /11 OEHKH:

o KonuuecTBo ncnonp3yeMbIx TOUEK BXOJa B KOPIIOPATUBHYIO CETb.

e YPOBEHB 3pEIOCTH CUCTEMBI KOHTPOJIS JOCTYTIA U ydeTa aKTUBHOCTH COTPY/THUKOB.

o Hannune aBTOMaTU3MPOBAHHBIX MEXaHIU3MOB OTCIICKUBAHMS TIOBEJICHHUS MTOJIb30BaTENCH.

 OmnpeneseHue MocieICTBUI BOZMOKHON YTEUKH JaHHBIX 1151 (PMHAHCOBOW YCTOHUMBOCTH
KOMITaHHU.

3amava Ne§: Kpurepnu Bb10opa Hage:xxkHOro nocrasmmka yeayr UT-ungpacrpykrypsi

[Tpu BIOOpE BHELTHETO MOPSAYMKA IS IPEAOCTaBICHUS YCIYT XOCTUHTA U YIIPAaBICHUS
UH(PACTPYKTYpOil KOMIIAHUS CTOJIKHYJIACh C MHOXKECTBOM Tpe ytoxeHuid. [loaroroBbTe Kputepuu
JUISL OLICHKU HA/IeKHOCTH MOTEHIIUAIBHBIX [TOCTABIIHKOB.

Baxxuble kpuTepuu:

HanexHocTs 1 penyTanys nposaizepa.
["apanTrpoBaHHOE KauecTBO oOcyxuBanus (SLA).
JlocTynHOCTh TEXHUYECKOW MOAJEPIKKY U peaKiys Ha MHIUICHTHBIE CITy4YaH.

o OIBIT peann3alyiy aHAJIOTHYHBIX IPOEKTOB.

3agaya Ne9: UHUMAEHTHBIH MOHUTOPHHT

BHyTpenHs1s mpoBepka Mokasaia, 4To psiJi COTPYIHUKOB aKTHBHO MCIIOJIB30BaJI (hIiel-
HaKonuTesm 0e3 corylacoBaHus ¢ oTaenioM Oe3onacHocTy. Kak permmts npobiemy u
MHUHHAMH3UPOBATh PUCKH YTPAThl JAHHBIX?

Meponpusitusi:

o [IpoBeneHne BHYTPEHHETO PACCIIEOBAHNS C YCTAHOBIEHUEM BUHOBHUKOB HAapYILICHUH.

o Uuterpanus cucrems! koHTpossg USB-nopToB Ha pabouune CTaHIMU.

o OpraHuzanys TPEHUHIOB U Pa3bsICHUTEIBHBIX MEPOIIPUATHI JUIs IOBBIICHHS
OCBEJIOMJIEHHOCTH COTPYIHUKOB.

3amaya Nel0: TectupoBaHne Ha IPOHUKHOBEHHE

Jnst mpoBepKu 3 PEKTUBHOCTH MPUHATHIX Mep O€30MMacHOCTH ITaHUPYETCs MPOBE/ICHHE
TecTa Ha MPOHMKHOBEHHE («penetration testing»). Kak rpaMOTHO MOArOTOBUTH KOMITAHUIO K 3TOMY
nporueccy?

JTanbl NOATOTOBKH:

 CormnacoBaTh yCJIOBHS TECTUPOBAHUS C PYKOBOACTBOM KOMITaHHH.

e [IpenocraBuTh crienManucTaM TECTUPYEMBIN IEPUMETP U COTTIACOBAHHBIE NIPABHJIA UTPBHI.

e 3apaHee yBEJOMHTH IIEPCOHANI KOMITAHUH O POBEICHUN MEPONPHSITHSL.

o CnenuTsb 3a pe3yJibTaTaMy U IIPOBOJUTD JIETAJIbHOE U3YUYE€HHE HAlIEHHBIX YSI3BUMOCTEH.

Kaxxnast u3 nepeuncieHHbIX CUTyalui O3BOJIHUT YIITyOUThCS B MPAKTUKY MH(OPMAIIIOHHOM

0e30MacHOCTH M HAYUHTHCS P PEKTHBHO CIIPABJIATHCSA C BOSHUKAKIIIUMU IIPO6IeMaMU.

7.2. TunoBble 3a1aHUs AJIs1 MPOMEKYTOUHOM aTTecTallu (IK3aMeH)
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KoHTpoJibHBIE BONIPOCHI K IK3aMEHY

1. Uro Takoe KOH(PUIACHIMATBHOCTh MH(POpPMAMM M KAaKWEe CYIIECTBYIOT YpPOBHH €&
Kiaccupukanymn?

2. Kakune nemu mpecnemyer mHpopmarmonHas Oe3omacHocTh? [lepeuricnuTte TpU OCHOBHBIX
acriekta (KOH(PHICHITMATBHOCTD, IIEJIOCTHOCTD, JJOCTYITHOCTD).

3. Jaiite onpezeneHre NOHATUS «MH()OPMAIIMOHHBIE aKTUBBD.

4. [lepeuncnure Hambosee pacnpoCTpaHEHHBIE YTPO3bl HH(DOPMAIMOHHON 0e30macHOCTH
OpraHu3aLyi.

5. HazoBute nsiTb OCHOBHBIX THIIOB BPeIOHOCHOTO [10 1 onuimre Kaxapli U3 HUX.

6. Omnuimre pa3HUIly MEXTy ayTeHTHU(UKALUEH 1 aBTOpU3aLHeH.

7. Kakoif cramapT MEXIyHapOJAHOTO YPOBHS PENIAMEHTHPYET CO3[aHHE CHCTEMBI
MEeHeDKMEeHTa MH(OPMAIIMOHHOM Oe30macHocTH?

8. OOmbsicHuTEe CyTh KOHLENIMHU «HyJeBoro aoepus» ("'Zero Trust") B uH(pOpManmoHHON
0e301acHOCTH.

9. [Touemy HEOOXOMMMBI peryJsipHbIC OOHOBJECHHS TPOTPAMMHOTO OOecreueHus |
OIEPALIIOHHBIX CUCTEM?

1. Oxapaxktepusyiite ocHoBHOI cmbici mozenu CIA (Confidentiality, Integrity, Availability) B
MH(OPMAIIMOHHOM 6€30MacHOCTH.

2. Pacumdpyiite Tepmun DDoS-araka 1 nosicHuTe, KakuM 00pa3oM Takasi aTaka BIUSET Ha
UH(PACTPYKTYpY KOMIIAaHUH.

3. [IpennoxuTte MOCIEAOBATENILHOCTh IIaroB IO MPEJOTBPAILIEHUIO W YCTPAHEHHIO
MOCIIEICTBUN (PUIIMHIOBOTO MOILICHHHYECTBA.

4. O06ocHyiiTe HEO0XOIMMOCTh MPUMEHEHUS] MHOTOYPOBHEBOW cucTeMbl 3auuThl (defense in
depth) B coBpeMEeHHBIX OpraHHU3aIUsIX.

S. Kak peanusyercs nonutrka pasrpanndenust noctyna (RBAC) u kakue mpenumyIiecTsa oHa
JAET MPEATPUATHIO?

6. Onpenenure CTpaTeTUIO PEarupoBaHUs HA MHITUICHT MH()OPMAITMOHHONW OE30MacHOCTU U
MIEPEUNCIINTE OCHOBHBIE JTAIlbl TUTAHA JIMKBUIALMY [TOCIIEACTBHM.

7. [IpoBenuTe CpaBHUTENBHBIM AHAIA3 CHMMETPUYHOIO W AaCUMMETPUYHOIO METO/IOB
M(POBAHUS, BBIIEISAS JOCTOMHCTBA U HEIOCTATKH 0OOMX TIO/IXOJIOB.

8. [losicHute, Kak YCTPOEHbI MeXaHM3Mbl HWACHTU(UKAIMK U  ayTEeHTH(PUKAIIU
nose3oBarenei B cucremax Active Directory u LDAP.

9. OreHnTe BIUSHHUE YEI0BEYECKOro (hakTopa Ha YpOBEHb MH(POPMAIIMOHHONW 0€30MacHOCTH
OpraHM3aly 1 NPEII0KNTE ITyTH CHUKEHUSI PUCKOB.

10. Ucnone3ys xonnenmmio Threat Modeling, oriennTe BO3MOXKHBIE YTPO3bI sl HEOOIIBITIOTO
OHJIalH-Mara3uHa u pazpadoTaiiTe 3alTHBIE MEPBI.

11. JlokakuTe 11€71ec000pa3HOCTh PE3EPBHOIO KOMMPOBAHUS M YKXKHUTE JTyUIINE TPAKTUKH JJIS
pazpaboTku 3 dekTrBHOM cTpaTerun backup'os.

12. W3noxute npuarHbl nosiBineHus yrpo3sl Insider Threats (BHyTpeHHeH yrpo3bl) U HA30BUTE
3} exTrBHBIE HHCTPYMEHTHI M TIOJIXO/IbI JUIS €€ BBISIBIICHUS U HEUTpaIM3alyiu.

13. [TompoOHO packpoiiTe coaepKaHWe TOHSATHS «PETYJISATOpHBIE TpeOOBaHHWS B 00JacTH

UH(OPMAIIMOHHON 0e30MacHOCTH» TMPUMEHHUTENIBHO K POCCHUIMCKUM KommaHusM. [lpuBenute
KOHKPETHBIE 3aKOHOIATEIbHBIE HOPMBI.

14. IIpencraBeTe  CUTyalMiO: KPYIHBIM — MEXKIYHApOIHBIM  pUTEHIEp CTOJKHYJICS €
MacCHUpOBaHHOM aTakoil xakepckoil rpymnmbl. Kakue rnepBblie maru J0KHA MPEANpUHSTH Ciyxk0a
MH()OPMAIIMOHHOM 6€30MacHOCTH JJIsl CMSATYEHHS TTOCIIEACTBUI 1 Havyasa pa3ouparenbcTa’?

15. Paccmotpute  ocobenHocTH  Monenedt  MH(OpMalMOHHOM — 0e30MacHOCTH B
roCyJapCTBEHHBIX CTPYKTYpaxX U KOMMEPUYECKHX KOMIaHUAX. Bblienre cXoAcTBa U pa3iuymsl.
16. Pa3zpabortaiite mian obecriedeHus HenpepbIBHOCTH Ou3Hec-miporieccoB (Business Continuity

Plan, BCP) nnst HeOomnbIiol KOMIaHUM C Y4ETOM BO3MOXKHBIX cOOEB B padoTe MH(OpMAIMOHHO-
KOMMYHUKAITHOHHOW HH()PACTPYKTYPHI.
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HpaKaneCKne 3a/1a4M K IK3aMEHY

Ucnone3yst WHCTpyMEHT nmap, MOpoBeauTe pa3Benky I[P-amanazona wu ompeaenute
JIOCTYITHBIE CEPBUCHI ¥ IOPTHI LIENIEBOTO XOCTA.

1. CkavaiiTe oOpasell BpeIOHOCHOTO (aiiyia U MPOaHATM3UPYHUTE €ro TOBEACHUE C TTIOMOIIBIO
yrunmutel VirusTotal.

2.CrnaHupyiTe TpOCTYyIO aTaky MeroaoM Tmepebopa maponeit (brute force) mpoTus
3aJIAHHOTO pecypca (0e3 pearbHOro BO3ICHCTBHS Ha PEATbHYTO TIETTh).

3.IIpoBeprTe HacTpoiiku Oe30macHOCTH JIoKaimbHOU cetn Windows Server u yctpaHuTe
oOHapy>KeHHBIE C1a0bIe CTOPOHBI.

4.Vicnonp3yiiTe BCTpOCHHYIO KomaHnmy Linux chattr ans HasHayenus atpuOyrtoB (aiina,
00€eCTIeUMBAOIIIX MMOBBIIICHHYIO 3alIUTY OT MOJAU(DUKAIIH.

6. [TocTpoiiTe TOMOJIOTHIO BUPTYabHOW cpenpl (ucmonb3yss VMware Workstation wmm
VirtualBox) ¢ ogHuMm cepBepoM M JByMsl KIMEHTaM{, HACTPOMB TIOJUTHUKY MEXKCETEBOTO
HKPaHUPOBAHUS C TOMOIIIBIO iptables.

7.Co3naiite  SELInUX-MOMMTHKY Ui OrpaHudeHust jgoctyma mporecca Apache httpd x
OTIpe/ICNICHHBIM KaTaJIOraM.

8. Opranu3yiiTe MHOTOCJIOWHYIO 3aIlIUTy BEO-TIPUIIOKEeHHUs ¢ puMeHeHneM Web Application
Firewall (WAF) u ¢punsrparmu Ha ypoBHE 0a3bl JaHHBIX.

9. Peanu3yiiTe MONHOICHHYIO cXeMy IIM(pOBaHMA W ACHM(PPOBKU JaHHBIX CPEACTBAMU
OpenSSL wim aHaTOTHIHON OMOTMOTEKH.

10.  Paccuwuraiite mokazatenu 3)peKTUBHOCTH TEKYIIIETO COCTOSHHUS 3aIIUTHI OpraHU3alUH,
UCTIONB3ys popMyity orieHkH puckoB VaR (Value at Risk).

11. Haiinure u ucnpasbre ys3BuMocTh Cross-Site Scripting (XSS) B PHP-npunoxenuy,
pa3MecTHB (PUKCALUIO HETTOCPEICTBEHHO B KOJIE.

12. TIpomemoHCTpUpYTE MpOLETypy BOCCTaHOBIECHHUS pabOTOCIOCOOHOCTH CHUCTEMBI U3
PE3epBHOI KOITHH, UCTIONB3YS CPEICTBO ISYNC U tar.

13. Cphenaiite aHanmu3 ys3BUMOCTEH OTKpbITOro mopra Ha cepBuce MySQL, ucnonb3ys
Nessus mm OpenVAS.

14. Peamm3yiite HacTpolky nByxdakTopHOi ayreHTH(uKaiuun (2FA) Ha mnpumepe
nonyJsipHoro BeO-npunoxenust Google Apps.

15. PaspabotaiiTe pPyKOBOJACTBO 1O 00pabOTKE WHIMICHTOB  HMHGOPMAIIMOHHON
0e30macHOCTH 7151 KOHKPETHOM POIIM COTPYAHHKA (HAIIpUMEp, aIMUHUCTPATOPA CETH).

16. IlpoBemure TecTHpoBaHHE Ha MpoHuKHOBeHHE (Penetration Testing) koprmopaTuBHOTO
BeO-pecypca, BKITFOUasi HCCIIEIOBAHUE CIIA0BIX MECT B AyTCHTU(HKAIIMK ¥ KOHTPOJIE JOCTYyTIA.

17. CdopmupyiiTe pa3BepHyTYIO pEKOMEHIAINIO TIO BEIOOPY 3(h(HEKTHBHOTO MEKCETEBOTO
skpana (Firewall) muis kpynHOro KomMmmepueckoro 6aHka ¢ pacrpeaenéHHOM CTPYKTYpoil (huiinanos.

18. Mogenupyiite araky Ha UH(PPACTPYKTypy KOMIIaHUU, UMUTUPYS BHeApenue Advanced
Persistent Threat (APT)-rpymnmsl, u chopMynupyiite ajiekBaTHbIE KOHTPMEPBI.

19. IlpoBeaure riTyOOKHI aHAIN3 apXUTEKTYpPHBIX ocoOeHHOCTel Mexanusma Kerberos u
co3/IaiiTe CrieHapuy OTKa3a B IpepocTaBieHnn omietoB Kerberos.

20. IlpencraBbTe OTYET O TOTOBHOCTM KOMIIAHMM K BBINIOJHEHUIO TpeOOBaHMI
®enepanbHoro 3akoHa Nel52-D3 («O nepcoHalbHBIX IaHHBIX») ¢ YKa3aHHEM TEKYIUX HEJOCTaTKOB
U IIyTEH YITy4IICHHUS.

21. Cdopmynupyiite nporpaMMmy pa3BUTUSI IIEHTpa KOMIIETEHIMM [0 BOMpOcCaM
MH(OPMAIIMOHHOM 0e30MacHOCTH Ha OMpKaliiue ABa-TpU TofAa JUIl CPEIHEro POCCHUHCKOro
TIPEITPUSATHSL.

22. Hapucyiite CTpyKTypy KOPIOPAaTHMBHOM CHCTEMbI MH(OPMOE30MacHOCTH U TOAPOOHO
OOBSICHUTE B3aUMOCBSI3b MJIEMEHTOB CTPYKTYPBI IPYT C IPYTOM.

23. Pazpabotaiite cleHapuil MOCTPOSHUS KOMIUIEKCHOH CHUCTEMbl MOHMTOpPHHIA U
pearupoBaHus Ha MHIMACHTHI HHpopMarroHHo 0e3onacHoctH (SIEM/SOC).
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24.

N3yunte anroputMsl nmgposanus RSA u AES, Hanummte HeGONBIIYIO pOrpaMmy

Ha Python m1st nemoncTpanuy mmdpoBaHus U pacupoBKU TEKCTA.

25.
Attack) B

CMmonenupyiite skcrutyataiuio yssBumoctu kimacca XXE (XML External Entity
nonyisipuoM  XML-napcepe W MPOJEMOHCTPUPYUTE TOCIEACTBHS — YCHEIIHON

JKCILTyaTal1H.
Tunosble 3a1aHus B TeCTOBOM Gopme /IS POBeIeHHsI 3a4eTa

O 00O 0O NO O O 0 =

3.

OcHoBHOI1 3a1a4eil HHPOPMALMOHHOM 0€30IIACHOCTH SIBJISICTCH:

a) [lopneprkanue JOCTYITHOCTH, IEJIOCTHOCTH M KOH(HUISHITMATHFHOCTA HH(POPMAITUH.
b) Uckirouenue 1000ro 10CTymna K JaHHBIM.

¢) MakcumanbHast po3pavHOCTh MPOIIECCOB 0OPAOOTKH JTAHHBIX.

d) OtcyTcTBHE 3aTpar Ha noJyiep kaHue HH(HOPMAIIMOHHOM 6€30MMacHOCTH.
AyTeHTH(PMKALKSA — ITO NPOLEAYPA YCTAHOBJICHUS:

a) [IpaB nosb3oBaresns Ha BHIIOJIHEHNUE ONEPALIUH.

b) McTouHuka u 1eHCTBUTEILHOCTH MEPEAaBACMBbIX TAaHHBIX.

¢) CooTBeTCTBUS NPEABABIIAEMOrO KIIt0Ua 0’KUIaEMOMY 3HAUEHHMIO.

d) LenoctrocTn nH(pOp™MAITUN.

Mertox mm@poBaHus, NPH KOTOPOM MCHOJIbL3YeTcsd OJHA Mapa KJKo4Yei

(OTKPBITHIN U 32aKPBITHIN), HA3bIBACTCH:

O
O
O
O

4.

a) CuMMeTpUYHBIM.

b) AcuMMETpUYHBIM.

¢) AJITOpUTMOM X€EIINPOBAHUSL.

d) [Iporokonom SSL/TLS.

ATaka «orka3 B oOcayxuBaHum» (Denial-of-service, DoS) nHampaBiena Ha

HapyLIeHHe KAKOro CBOiCTBa HH(POPMALIMOHHOI Oe3omacHOCTH?

O

0O 0 0O 0O »o o ©°

6.

a) Kondunenuumansnoctu.

b) Llennoctu unpopmarmm.

¢) HoctynHocTu.

d) KoppektHocTu.

DHUIIHHIOBAsA aTAKA OCYLUECTBJIACTCH IYyTEM:

a) CKpBITOTO TIOJKITFOUEHHSI K KOMITBIOTEPHOM CETH.

b) O6MaHa 1ob30BaTENA C LENBIO MOTYUSHHUS €ro KOH(PUACHINATBHBIX IAHHBIX.

¢) [loBpexxneHus anmapaTHOro 00eCTeueHMsI.

d) ITepecbuIkn OrpOMHOTO KOJIMYECTBA 3aIIPOCOB K CEpBEpY.

Kakoii crangapr onmchiBaeT MeXKIYHAPOAHYH) MojeJb  MeHeIKMEHTA

nHpopmanonHoi OesonacHocTu?

o

e}

O
O

7.

a) 'OCT P 50922-2006.

b) ISO/IEC 27001.

c) FISMA.

d) GDPR.

Hau0oJiee 3¢ppexTrBHA VISl 3a1IUTHI KOPIIOPATHBHON CeTH OT NMPOHUKHOBEHMS

BHEIITHUI 3JIOYMBIIIVICHHUK TE€XHOJI0Ius:

o

O O

e}

8.
NPOTOKOJIA:
O

o O O

a) AHTUBHpYC.

b) MexceteBoii akpan (FireWall).

¢) AHTU-CIaM QUIIBTD.

d) Bpannmayasp ypoBHS NPUIIOKEHHH.

Be3onacHOCTh BHIYMCIUTEIBLHON CETH 4Yalle BCero 00ecrnevyuBaercs ¢ MOMOUIbI0

a) HTTP.

b) POP3.

c) FTP.

d) IPSec.

IpuHumn pazaeneHust 0013aHHOCTEH MOAPa3yMeBaeT, YTo:
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o a) OTBETCTBEHHOCTD 3a BBIMIOJIHEHUE KKIOM 3a/1aukl PacTIpeAesieTCs] MEXKIy Pa3HbIMU
COTPY/IHHUKAMH.

o b) Best 0TBETCTBEHHOCTH BO3/IAraeTcst Ha OTHOIO KOHKPETHOTO COTPYAHUKA.

o ¢) Kaxnmomy coTpymHUKY BBITAETCS TTOJTHBIN TOCTYT KO BCEM pecypcam.

o d) Cotpyaauky paboTarOT KOJUIEKTUBHO 0€3 UETKOTO pacrpeieNieHHs 3a1a4u.

10. TepMuMH <«JIOTHYeCKHH MOCT» B KOHTEKCTe HH(OPMAIMOHHOH 0€e30IaCHOCTH
03Hayaer:

o a) Ou3nYecKoe COSTMHEHNE CETMEHTOB CETH.

o b) AnmapaTHoe yCTpOHCTBO JUIsl 3aIUThI CETH.

o ¢) Cnocob o6xoma 3amuTHbIX OaprepoB (VPN, Firewall).

o d) TexHOJIOrHUIO 3aIUTHl Web-CcepBepOoB.

11. Camblil 3ppeKTUBHBII €NOCO0 MOBBLICUTH YCTOMYUBOCTH MAPOJS K NMOAOOpPY —

ITO:

o a) CnenaTh apoJTb UTMHHBIM U CJIOKHBIM.

o b) Ncnonb30BaTh TOIBKO HUQPHI.

o ¢) XpaHHUTh TapoJTb Ha OyMa)KHOM HOCHTEJIE.

o d) MeHsTh naposib KaXK/Iple JBE HEICIH.

12.  Tloa nBOWCTBEHHBIM KOHTPOJIEM IOHMMAETCSl TPeOOBaHMe, YTO:

o a) JIroOoe nelicTBUE TOKHO BBIONHATHCS IBYMS JIUIIAMHU OJJHOBPEMEHHO.

o b) HWudopmarms paenurcss Ha OTAENbHBIE OJOKM U JIOCTYIIHA JBYM pa3HbIM
COTPY/IHHKAM.

o ¢) TonpKo OJIMH YeIoBeK 00J1aAaeT BCEMH IMOJTHOMOYHSIMH.

o d) Kaxxp1ii coTpyTHUK KOHTPOJIMPYET JIPYTrOro.

13. Kakasa wmepa HeoOxonuma [jsi o0ecle4eHHsl BBbICOKOIO YPOBHSI 3aIUMThI
nHpopmanun?

o a) ExxenenenbHas cMeHa mapoieit.

o b) Ctporuit KOHTPOJIb PU3UIECKOTO TOCTYTA K TTOMEIICHUSIM.

o c) Ilepuommyeckoe oOydeHHE COTPYAHMKOB TIpaBWIaM  HH()OPMAITMOHHON
0€30MacHOCTH.

o d) Bcé BeimenepeunciieHHOE BEPHO.

14. Ilpm co3maHMHM NOJMUTHKH  0e30IIAaCHOCTH OPraHM3AlUH  PEKOMEHIyeTCs
YYHUTHIBATh:
o a) OcoOeHHOCTH OTpacieBol creM(UKHI 1 3aKOHOIATEIBCTBO.
b) CToMMOCTB MOKYIIKH CaMOTO I0POrOro aHTUBUPYCHOT'O MPOIYKTA.
c¢) JKenanust cOTpy THUKOB.
d) JlokanbHble 3aKOHBI PETHOHA.
5. Camasi yacTasi IpUYHHA yTedyeK HHGOPMALMHU CBAI3aHA C (PAKTOPOM:
a) HemoctaTtounbiM ypoBHEM (DU3UUECKOM OXPaHBI TIOMEIIICHHM.
b) HuskiM kayecTBOM 3aKynaeMoro o0opy10BaHusL.
¢) Henamnexanmm noBeiecHUEM COTPY/THUKOB.
d) HexoppekTHoii paboToii crcTeM BHICOHAOIIOICHUS.
6. 3anaua odecneyeHusi 3a1IUTHI HHGOPMALIMHU PelIaeTCs HA YPOBHeE:
a) 3aKOHOJATENILCTBA FOCYAAPCTBA.
b) PykoBoasyx opranoB mpeArpusTHi.
¢) nauBHyaIbHO KaXIbIM COTPYIHUKOM.
d) Bcex ykazaHHBIX ypOBHEH.
17. Yro saABAsieTcs1  00s13aTeJILHBIM  YCJIOBHEM NpUMeHeHHsl  ceprudukara
COOTBETCTBHUS TPeOOBAHUAM MH(POPMALMOHHOM 0e30I1acCHOCTH?

O 0O O —m,0O O O O —~— O O O

O

o a) 3aKyIka JUIIEH3UPOBAHHOTO MPOrPAMMHOT0 00ECTICUEHHS.

o b) OdopmiieHre 10roBopa CTpaxoOBaHUI.

o ¢) Hanmmuwe arTectara akkpequTaluy opraHa cepTuduKamm.

o d) CoBmMecTIMOCTB 00OPYIOBAHHSI C OTEUECTBEHHBIMU CHUCTEMaMH 3aIIUTHI.
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18. Kaxkoii meron mnpumeHsieTcsi ISl HCK/IIOYEHUS] MOBTOPHOIO HCIOJIb30BAHMSA

0ITHOPA30BbIX TOKEHOB?

o a) Jlornueckuit KOHTPOJIb BPEMEHU UCTEUCHUS CPOKA JEUCTBUSI TOKEHA.
o b) Mcnonb30BaHne CHMMETPHUYHOM CXEMbI ITU(PPOBAHMUSL.

o ¢) OgHOKpaTHast pErUCTPaLUsl YHUKAIbHBIX CEPUNHBIX HOMEPOB.

o d) I[IpoBepka 1mo 4€pHOMY CIIHICKY.

19.  OcHOBHO¥ 3JIEMEHT NOJMTHKH YIIPABJICHHS JOCTYIIOM — 3TO:

o a) Karamoruszamumst o0beKTOB I0CTYTIA.

o b) Pacnipenenenue posneit u mpaB A0CTyTIA.

o ¢) OrpanryeHue JOCTyma 10 PacMCaHHUIO.

o d) ExxenHeBHBIN OTYET 10 aKTUBHOCTSIM T10JIH30BaTEIICH.

20. OpHUM M3 BHI0B BHYTPEHHHMX YIPo3 HH(POPMALMOHHOM 0€3011ACHOCTH SIBJISIETCS

o a) HeGnaroHnaie:xxHOCTh TApTHEPOB.

o b) HeBHMMaTEHHOCTH COTPYTHUKOB.

o ¢) HecaHk1imoHUpOBaHHBIN JOCTYII TPETHUX JIMLI.

o d) DeMeHTHI BHENTHEH JIeCTaOMITH3aIHH.
Kputepnn onieHKH IpOMEXYTOUHOH aTTecTariu (IK3aMeH)

OneHka XapakTepuCTHKH OTBETA CTYJAEHTA
«OTIIMYHO» OleHKa «OTJIMYHO» BBICTABISICTCA, €CIH CTYACHT YBEPEHHO,
JIOTUYHO, TOCIEAOBATENbHO M TPAMOTHO H3Jaraer IpOrpaMMHBINA
MaTepuall, OINUPAasACh HA 3HAHUA OCHOBHOM W JONOJHUTEIBHON
JUTEPATyphl, YCHEIIHO OTBETHJI Ha BONPOCHI MpernojaBaTeisl BO
BpeMsl Oecellbl Ha TEMbl, CBS3aHHBIE C W3Y9aeMOW JUCIUILTAHOWM,
BepHO oTBeTWal Ha 90% BONpPOCOB TecTa, MPaBUIBHO PEIIUI
MPAaKTUYECKYIO 3aAavy. B cilyyae BapMaTMBHOCTH PELICHUS 3aJa4d
000CHOBAJI BCE BO3MOKHBIE BAPUAHTHI PELICHUSI.
«XOpOLIO» OlieHKa «XOPOII0Y» BBICTABIIAETCS, €CIIUA CTYACHT YBEPEHHO, JJOTUYIHO,

MIOCIIEZI0BATENbHO U I'PAMOTHO H3JIaraeT MpOrpaMMHBIA MaTepual,
JO0IMYCKA€T HCE3HAYUTCIBbHBIC HCTOYHOCTHU, YCIICIIHO OTBCTHUII Ha
BOIPOCHI IpernojiaBaTeliss BO BpeMsi Oeceslbl Ha TEMbl, CBSA3aHHBIE C
M3y4aeMoN JAMCLUMIUIMHOM, BEpHO OTBEeTUI 75% BONPOCOB TECTa,
IIPABWJIBHO PEIIMJI IPAKTHUYECKYIO 3a7a4y.

«YyAOBJICTBOPUTECIIBHO»

OueHka «yJOBJIETBOPUTENIBHO)»  BBICTABISIETCA, €CIH  CTYIEHT
HEYBEPEHHO  M3JaraeT MpOrpaMMHBI  MaTepuan, JOIMYCKaeT
HETOYHOCTH, YCTIEIIHO OTBETHI Ha 50 % BOTPOCOB MPETo1aBaTesis BO
Bpemsi Oecellbl Ha TEeMbl, CBA3aHHBIE C W3y4aeMOW IUCIUILTHHOM,
BepHO oTBEeTHII 50% BOMPOCOB TECTa, PEIIII MPAKTHUECKYIO 3a7a9y C
HE3HAUYUTEJIbHBIMU HETOUHOCTSIMU

«HEYOOBJIICTBOPUTEIIBHO»

OneHka «HeyI0BICTBOPUTEIHHO)» BBICTABIISAETCS, €CIIH CTYACHT He
YCBOWJI 3HAYUTEJIBHON YaCTH IPOrPaMMHOI0 MaTepHalla; JOIyCKaeT
CYIIECTBEHHBIC OIIMOKN ¥ HETOYHOCTH IPU OTBETE HA BOIPOCHI
Ipenoaasares, ycrnenHo orsetua menee 50 % BonpocoB TecTa, He
pELINI MPAKTUUECKYIO 3a/1a4y

8. YY EBHO-METOAUYECKOE H HNH®OPMAILMOHHOE OBECIIEYEHHUE

TACIATIITAHBI

8.1. OcHoBHas UTEpaTypa
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4.CyBopoBa, [I'.M. Undopmanmonnass O6e30macHOCTb : y4eOHHK 1S  BY30B /
I'. M. CyBopoga. — 2-¢ u3., nepepad. u non. — Mocksa : 3narensctBo HOpaiit, 2025. — 277 ¢. —
(Beiciee  oOpasoBanue). — ISBN 978-5-534-16450-3. — Tekct : dNeKTpoHHBIA //
Ob6pazoBatenpHas wargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/567672

8.2. lonoiHMTE/ILHAS JIUTEPATYPaA

1.Ko3zbipp, H. C. AHanu3 U olleHKa pUCKOB MH(OPMAIIMOHHON 0€301acHOCTH : Y4eOHHK
st By3oB / H. C. Kossips, B. H. Xanuzes. — Mocksa : U3narensctBo FOpaiit, 2025. — 157 ¢. —
(Beiciee  oOpasoBanue). — ISBN 978-5-534-17866-1. — Tekct : dNeKTpOHHBIA //
Oo6pazoBatenpHas wargopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/581502

2.KopabenbuukoB, C. M. Ilpectyminenus B cdepe MHPOPMALMOHHOM O€30MaCHOCTH :
ydyebnoe mocobue s By3oB/ C. M. KopabGenpHukoB. — MockBa : M3marensctBo [Opaiir,
2024. — 111 c. — (Bsicmiee oopazoBanue). — ISBN 978-5-534-12769-0. — TekcT : 21eKTpOHHBII //
O6pazoBatenpHas iargopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/543351

3.BuykoB, A.A. MHpopmanmonHass 0e30macHOCTb: 3aluTa HHGOpMAIMHU : yueOHoe
nocobue i cpeaHero npodeccuoHaabHOro oopa3zoBanus / A. A. BHykoB. — 3-e u3f., nmepepad.
u gom.— MockBa: WM3marensctBo HOpaiit, 2024.— 161 c.— (IIpodeccuonanpHoe
obpaszoBanme). — ISBN 978-5-534-13948-8. — Tekcr : anektpoHHb // OO0pa3oBaTenbHas
iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/542340

4.1llepbak, A.B. HUndopmarnmonnass 0e30MacHOCTh : Y4YE€OHUK JUISI  CPEIAHETO
npodeccuonansHoro oodpazosanus / A. B. lllepOak. — 2-e uza., mepepad. u gom. — Mocksa :
NznarensctBO FOpaiit, 2025. — 252 c. — (IIpodeccuonanpHoe oOpa3zoBanue). — ISBN 978-5-534-
20154-3. — Tekcr : onekrtponnslid // OOpa3zoBatenbHast 1uiargpopma IOpaiit [calT]. —
URL: https://urait.ru/bcode/567521

Iepuoaunyeckue u31aHus
1. Mpuxnagnas uHpOpMaTuKa : HayyHO-MH(GOPMAalMOHHBIN >XypHan / M3gatenbcTBO
yHuBepcuteT «Cuneprus». — 2006. — Mocksa, 2006-2025. — ISSN 1993-8314. - Tekcr :
aneKkTpoHHbIN. - URL: http://www.iprbookshop.ru/11770.html
2. IlporpaMMHBIe MIPOAYKTHI U cucTeMbl / M3natenscTBo : HayuHo-uccnenoBaTeabCKHii
nHeTUTYT «llenTpnporpammcuctem». - 1988. - Teps, 2010-2025. - ISSN 0236-235X. - Teker :
anekcTpoHHbIN. - URL: https://www.iprbookshop.ru/25852.html

8.3. IlporpammHoe obecnneuenune
MicrosoftWindows,
Microsoft Office Professional Plus 2019
KoncynbranT-Ilnroc
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Google Chrome

8.4. ba3bl JaHHBIX, HHPOPMAILMOHHO-CIIPABOYHbIE M TOMCKOBbIE CHCTEMBI,
HNHuTepHeT-pecypcsl

basel dannvix (npogheccuonanvrvle 6a3vl OaHHBIX)

— baza manssix IT cnenmnanucra— Pexxum goctyna: http://info-comp.ru/
Hngpopmayuonno-cnpasounvie cucmemvi

— CnpaBouHo-nipaBoBas cuctema «Koncynsrantllimtoc» —http://www.consultant.ru/
Ilouckogvle cucmemul

— ITouckoBas cucrema Sunekc - https://www.yandex.ru

DnexmponHvle 0bpazosamenvhbie pecypcol

— Hudposoit oopazoBarensHbIil pecypc IPRsmart —https://www.iprbookshop.ru/

— Ob6pa3zoBarenbHas iatdopma FOpaiit - https://urait.ru/

— DnekTpoHHO-OMONMHoTeyHas cucteMa Znanium - https://znanium.com/

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUITJIMHBI

Jns  peanuzanuy JUCHUIUIMHBL TpeOyeTcss Clledylollee MaTepualbHO-TEXHUYECKOe
obecrieyeHue:

- JUIs TIpOBEJCHMS JeKUUil - ydyeOHas ayAuTOpHs, OCHAIlleHHas O00OpyAOBaHHEM W
TEXHUUYECKUMHU CpPEeJCTBaMH OOYyUEHHUs: CHEeIUaIN3UpOBaHHAas yueOHast MeOelb: JKaJlto3H, SKPaH,
IPOEKTOpP, KOJNOHKH, M®DVY; KOMMbIOTepHas TEXHHUKA, OObEIMHEHHAas B JIOKAJIbHYIO CETh, C
BO3MOYKHOCTBIO MOJKIIOUEHUS K MH(POPMALIMOHHO-TEIIEKOMMYHUKAIMOHHOM ceTu "UHTepHeT" u
o0ecrieyeHreM JIOCTyTa B EKTPOHHYIO MH(OpMAIIMOHHO-00pa3oBaresibHyto cpeay MHcTuryTa,
JUIEH3UOHHOE U CBOOOAHO pacnpoCTpaHseMoe IMporpaMMHOE oOeclieueHne; pacxoHble
MaTepHuabl;

- 7S TPOBEJIEHUS MPaKTUUYECKHX 3aHATHUH - ydeOHas ayauTopus, OCHAIEHHAs
000OpyJIOBaHHEM U TEXHUYECKUMH CpEICTBaMU OOyuYeHHs: CHelHaJIM3UpOBaHHAs yueOHas
MeOeb: JKallto3u, JKpaH, MPOEKTOp, KoJoHKU, MDY ; KoMIploTepHAs TEXHUKA, OObETUHECHHAS B
JIOKaJbHYIO CE€Th, C BO3MOXKHOCTBIO TOJAKIIOUEHHUS K WH(POPMALMOHHO-TEIEKOMMYHHUKAIIHOHHON
cetu "UutepHer" wu  olecneueHueM JocTyna B JJEKTPOHHYIO  HMH(OPMaIMOHHO-
oOpa3zoBareibHyl0 cpeny MHCTUTyTa, JMIEH3HOHHOE M CBOOOIHO pacmpocCTpaHseMoe
IIporpaMMHOe 0OecreyeHNe; pacXoqHble MaTepHalbl;

JUIs OpraHu3allid CaMOCTOSITEIbHOH padoThl — MOMEIIEHHE Ui CaMOCTOSITEIbHOMN
paboThl, OCHallleHHOEe OOOpYAOBaHHMEM M TEXHHYECKUMH CpPEICTBAMU: CHENHMaTU3UPOBAHHAS
yuebHass MmeOenb, HJKpaH, IPOEKTOp, JOCKAa ydeOHas JIeMOHCTpPAIMOHHAs, KOMIIbIOTEpHas
TEXHHKA, OOBEIUHEHHAasl B JIOKAIbHYIO CE€Tb, C BO3MOXKHOCTHIO TOJKIIOYEHHS] K
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHONH cetn "MHTepHer" M oOecrmeueHHeM JOCTyna B
ANIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30oBaTenbHyto cpeay UHcTuTyTa.

JUIS TEKYIIEro KOHTPOJIS M MPOMEXKYTOUYHOM aTrecTallud - ydeOHas ayIauTopus,
OCHallleHHasi 000py/J0BaHWEM U TEXHHUYECKUMH CpEeACTBAMHM OOYUYEHUS: ClelHaTu3MpOBaHHAs
yueOHass MeOenb: JKalllo3d, HKpaH, HPOEKTOp, KoJOHKH, M®DY; KoMmMIblOTepHas TEXHUKA,
o0beMHEHHas: B JIOKAJbHYIO CETh, C BO3MOXHOCTHIO MOAKIIOYEHHUS K HWHGOPMAIMOHHO-
TEJIEKOMMYHUKAaIMOHHOH cetu "MHTepHer" u obecrieueHHMEM JOCTyNa B DICKTPOHHYIO
nH(GOPMAIIMOHHO-00pa3oBaTeNibHyl0  cpeny  MHcTUTyTa, JHMIIEH3MOHHOE U CBOOOIHO
pacrpocTpaHseMoe porpaMMHOe 00eCTIeueHHE; PACXOJHBIC MaTepHAaIbI.

10. OCOBEHHOCTH OCBOEHHMA JAUCIMIIJIMHBI JIMOAMHU C
OT'PAHMYEHHbBIMH BO3MOKHOCTAMM 310POBbA
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OOyuarommMcss € OTpaHUYEHHBIMH  BO3MOKHOCTSIMH ~ 3JI0POBbsSI  IIPEIOCTABIISIOTCS
CHelMaNibHble y4eOHWKH, ydeOHble MOCOOMS M JUJAKTHYECKHE MaTepHalibl, CIICIHAbHBIC
TEXHUYECKHUE CPEJCTBA OOyYeHUsS KOJUIEKTHBHOTO M WHAMBHUIYaJIbHOTO MOJb30BAaHUS, YCIyTU
accucTeHTa (ThIOTOPA), OKA3bIBAIOIIETO 00YYAIONUMC HEOOXOIUMYIO0 TEXHHUECKYIO TTOMOIIIb, a
TaKXe yCIYTH CypJONepeBOTYMKOB U TH(IOCYpAONEPEBOTIHKOB.

OcBoeHHME MUCHUILTHHBI 00YYarOIIUMHUCS C OTPaHUYECHHBIMH BO3MOXXHOCTSIMH 3JI0POBBS
MOXET OBITh OPraHW30BAHO COBMECTHO C JAPYIMMH OOYYarOIIMMHCS, a TakXe B OTACIbHBIX
rpyTmax.

OcBoeHHNE NUCHUILIMHBI 00YYarOIIUMHUCS C OIpPaHUYEHHBIMH BO3MOXHOCTSIMU 3/10POBBS
OCYIIECTBIISIETCSI C yYETOM OCOOEHHOCTEH NCHUXO(PH3MUECKOTO Pa3BUTHS, WHIWBUAYATBHBIX
BO3MOYKHOCTEH U COCTOSTHUS 310POBbSI.

B mensix AOCTYNMHOCTM TOJy4YeHHsl BbICIIErOo 00pa3oBaHus IO 00Opa3oBaTeNbHOM
porpaMMe JIMIaMHu C OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 3/10POBBS IIPH OCBOCHUHU JTUCIUIIITUHBI
obecrnieunBaeTcs:

1) st UL ¢ OTpaHUYEHHBIMU BO3MOXKHOCTSIMU 3710POBBS 110 3PEHUIO:

— MPUCYTCTBHE THIOTOPA, OKA3BIBAIONINHA CTYJICHTY HEOOXOIUMYIO TEXHUYECKYIO TTOMOIIH
C YYETOM WHAMBUIYaIbHBIX OCOOCHHOCTEH (MOMoraer 3aHATh pabouee MecTo, MepeIBUraThCs,
pOYNTaTh U 0QOPMUTH 3aJIaHKE, B TOM YHUCIIEC, 3AIMCHIBAS MTO]] TUKTOBKY ),

— MUCbMEHHBIC 3a/IaHUs, a TAK)KE MHCTPYKIUH O MOPSAJIKE MX BBIOIHEHUS O(POPMIISIOTCS
YBEIIMYCHHBIM HIPUPTOM,

— crenualbHble Y4eOHUKHM, y4eOHbIe 1MOCOOMS M JUIAKTHYECKHe MaTepualibl (MMEolue
KPYMHBIN WIPpUPT Uiu ayauodaiiisl),

— UH/IMBUIyaJIbHOE paBHOMEpPHOE ocBelleHne He MmeHee 300 Jirokc,

—TpU  HEOOXOAMMOCTH CTYNEHTY JUISI BBHIMIOJIHEHHS 33aJaHus  TPEAOCTaBISETCS
YBEJIMYHBAIOIIEE YCTPOHUCTBO;

2) A7nst TUI ¢ OTPaHUYEHHBIMU BO3MOXKHOCTSIMU 37I0POBBS TI0 CITYXY:

— MPUCYTCTBHE AaCCHUCTEHTA, OKa3bIBAIOIIUN CTYIEHTY HEOOXOJUMYI0 TEXHHUYECKYIO
MOMOIIb C YYEeTOM HWHIUBUAYaJIbHBIX OCOOCHHOCTEH (ToMoraer 3aHATh pabouee MecTo,
nepeaABUraThCs, IPOUUTaTh U 0QOPMUTH 33JaHHE, B TOM YHCIIE, 3alIMChIBAs O] TUKTOBKY),

—o0ecrieunBaeTcsl  HaJWYue  3BYKOYCWIMBAMOMIEH  ammapaTypsl  KOJUIGKTHBHOTO
MOJIb30BAaHUsA, NPH HEOOXOAMMOCTH OOydYarolmeMycs MpeIOCTaBIsSETCS 3BYKOYCHUIMBAIONIAS
ammaparypa HHIUBUIYyaJIbHOTO TI0JIh30BaHUS;

—obecrieynBaeTcsl  HAAJISKAIIMMU  3BYKOBBIMH  CpPEACTBAMH  BOCIPOU3BEICHHS
uHbopMaIuy;

3) st U1 ¢ OrpaHMYEHHBIMHM BO3MOXKHOCTSIMU 3/I0POBbSI, UMEIOIIMX HAPYIIEHUS OITOPHO-
JIBUTATEILHOTO ariapara:

— MMChMEHHBIC 3aJaHMs BBIMOJHAIOTCS HA KOMIIBIOTEpE CO CHEIHMAIM3UPOBAHHBIM
POTPaMMHBIM 00ECTICUCHHEM MITH HaTUKTOBBIBAIOTCS THIOTOPY;

— I10 JKEJIaHUI0 00YYAarOIEerocs 3a/laHusl MOTYT BBIIMOJIHATHCS B YCTHOM (hopme.

[Iporpamma coctaBnena B cootBercTBuH ¢ TpeboBanusmu PI'OC CIIO mo mpodeccun
09.01.03 OnepaTop HHPOPMAITMOHHBIX CUCTEM U PECYPCOB
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